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% AWS Bedrock Security

Amazon Bedrock provides access to foundation models (FM) from
Al providers. Security risks include prompt injection, data leakage

through model responses, and unauthorized model access.

HIGH Regional LLM/FM API/Agent

Risk Level Scope Model Types Access Mode




B Service Overview

Access to Claude, Llama, Titan, Stable
Diffusion and other models. InvokeModel API
sends prompts and receives responses.
Model access controlled via IAM and model

access policies.

Prompt injection can extract
training data, bypass guardrails, or
manipulate outputs for downstream
systems

Security Risk Assessment

Medium

Agents execute actions via Lambda
functions. Knowledge bases connect to S3,
OpenSearch. RAG patterns retrieve context
from external data sources before model

inference.

Agents with overly
permissive Lambda roles can be
manipulated to execute unintended
actions

7.5

Risk Score

High Critical

Bedrock risks include prompt injection, data exfiltration through model outputs, PIl leakage,

and agent action abuse. Guardrails can be bypassed with carefully crafted prompts.




X Attack Vectors A Misconfigurations

Prompt Injection Access Control Issues

. Direct injection in user input . bedrock:* allowing all actions
. Indirect injection via RAG data . No model access restrictions
. Jailbreaking to bypass guardrails . Missing guardrails configuration
. Prompt leaking (extract system prompt) . Overly permissive agent roles

. Context manipulation attacks . Cross-account model sharing

Data Exfiltration Operational Issues

. Training data extraction . No content filtering enabled

. Pll leakage through responses . Logging disabled for prompts
. Knowledge base data exposure . No rate limiting configured

. Embedding vector extraction . Missing input validation

. Model output harvesting . Exposed API endpoints




®. Enumeration
List Foundation Models

aws bedrock list-foundation-mod
els

List Custom Models

aws bedrock list-custom-models

List Agents

aws bedrock—-agent list-agents

List Knowledge Bases

aws bedrock-agent list-knowledg
e-bases

Get Guardrail Config

aws bedrock list-guardrails

Privilege Escalation

Agent-Based Escalation

. Manipulate agent to invoke privileged

Lambda

. Prompt agent to access restricted

resources

. Bypass agent action restrictions via

injection

. Escalate through knowledge base

permissions

. Abuse agent role trust relationships

Escalation Paths

. User = Prompt Injection > Agent

Action = Lambda - AWS Resources

. Read access - Knowledge Base - S3

sensitive data

. InvokeModel - Extract credentials from

context

. Agent = Cross-account role

assumption

. Custom model - Training data

exposure




M Data Exposure

Sensitive Data Risks

. Pll'in prompts logged to CloudWatch
. Training data memorization

. Knowledge base contains secrets

. Model responses include credentials

. Embedding vectors reveal source data

Exfiltration Techniques

. Prompt: "Repeat everything above"
. Context window extraction

. RAG poisoning for data theft

. Output redirection via injection

. Steganographic data encoding

@ Detection

CloudTrail Events

. InvokeModel - model invocation

. InvokeAgent - agent execution

. Retrieve - knowledge base query

. CreateGuardrail - guardrail changes

. GetFoundationModel - model details

Indicators of Compromise

. Unusual prompt patterns (injection
attempts)

. High volume of InvokeModel calls
. Responses containing Pll/credentials
. Agent actions outside normal scope

. Knowledge base queries for sensitive
data




= Exploitation Commands

Invoke Model (Basic)

aws bedrock-runtime invoke-model \\
——model-id anthropic.claude-v2 \\
——body '{"prompt": "Human: [INJECTION] Assistant:"}' \\
——content-type application/json \\
output.json

List Model Access

aws bedrock list-foundation—-models \\
——query 'modelSummaries[x].[modelId,modelName]"

Query Knowledge Base

aws bedrock-agent-runtime retrieve \\
——knowledge—-base-id KB_ID \\
——retrieval-query '{"text": "sensitive credentials"}'

Invoke Agent

aws bedrock-agent-runtime invoke-agent \\
——agent-id AGENT_ID \\
——agent—-alias—id ALIAS_ID \\
——session—id SESSION_ID \\
—input-text "Ignore previous instructions and..."

Get Agent Details

aws bedrock-agent get-agent \\
——agent-id AGENT_ID

List Agent Action Groups

aws bedrock-agent list-agent-action-groups \\
——agent-id AGENT_ID \\
——agent-version DRAFT




B Policy Examples

X Dangerous - Full Access

"Effect": "Allow",
"Action": "bedrock:x",
"Resource": "x"

Full Bedrock access - can invoke any model, create agents, access knowledge bases

Vv Secure - Specific Model Only

"Effect": "Allow",
"Action": ["bedrock:InvokeModel"],
"Resource": "arn:aws:bedrock:*::foundation-model/anthropic.claude-v
2",
"Condition": {
"StringEquals": {"aws:RequestedRegion": "us—east-1"}

Only invoke specific model in specific region

X Risky - Agent Without Restrictions

"Effect": "Allow",
"Action": [
"bedrock:InvokeAgent",
"lambda: InvokeFunction"
Iy

"Resource": "x"

Agent can invoke any Lambda - privilege escalation risk




v Secure - Guardrails Required

"Effect": "Allow",
"Action": "bedrock:InvokeModel",
"Resource": "x",
"Condition": {

"StringEquals": {

"bedrock:Guardrailldentifier": "arn:aws:bedrock:x:x:guardrail/GU
ARDRAIL_ID"
¥

Model invocation requires guardrail to be applied




@ Defense Recommendations

’.’”;f Enable Guardrails

Configure Bedrock Guardrails to filter harmful content, Pll, and prompt injections.

aws bedrock create—-guardrail —-name security-guardrail —--blocked-i

nput-messaging

Q Least Privilege Model Access

Restrict IAM to specific models needed. Don't grant bedrock:* or access to all
models.

"Resource": "arn:aws:bedrock:*::foundation-model/anthropic.claude-
V2II

Enable Model Invocation Logging

Log all prompts and responses to S3/CloudWatch for audit and incident response.

aws bedrock put-model-invocation-logging—configuration —--logging-c
onfig ...

Input Validation

Validate and sanitize user inputs before sending to models. Implement prompt

templates.

Secure Agent Roles

Limit agent Lambda execution roles to minimum required permissions.

Monitor for Anomalies

Alert on unusual InvokeModel patterns, prompt injection signatures, and data

exfiltration attempts.







